Government of India
Ministry of Communications
Department of Telecommunications
Sanchar Bhawan, 20, Ashoka Road, New Delhi- 110 001
(Data Services Cell)

No. 813-07/25/2016-DS-II Dated: 27/03/2017

To.
All Internet Service Providers

Subject: Encouragement/Awareness to customers by ISPs for installation of end
user filters (Parental Control Filters).

The explosion of information and communication technology has created
unprecedented opportunities for children and young people to communicate, connect, share,
learn, access information and express their opinions on matters that affect their lives and their
communities. But wider and more casily available access to the Internet and mobile
technology also poses significant challenges to children’s safety — both online and offline like
Child Abuse Material (CAM), bullying, etc.

2 International Telecommunication Union (ITU) has recognised that Child Online
Protection — in the era of the massively-available broadband Internet — is a critical issue that
urgently requires a global, coordinated response. Further, ITU & UNICEF has issued the
Guidelines for Industry on Child Online Protection aimed at establishing the foundation for
safer and more secure use of Internet-based services and associated technologies for today’s
children and future generations. The Guidelines apply to the safety of children when using
Information and Communication Technologies (ICTs).

3. ITU has mentioned that there are numbers of software programmes available which
can help screen out unwanted material or block unwanted contacts. Some of these child safety
and filtering programmes may be essentially free because they are part of a computer’s
operating system or they are provided as part of a package available from an ISP or TSP.
These technical tools should be used as part of a broader arsenal. Parental and/ or guardian
involvement is critical.

4. Therefore, to reduce the risks of the digital revolution while enabling more children
and young people to reap its benefits, all ISPs are requested to make suitable arrangements to
spread awareness among their subscribers about the use of Parental Control Filters in the end

user machines through messages of email, invoices, SMS, websites, etc.
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Government of India
Ministry of Communications & IT
Department of Telecommunications
Sanchar Bhawan. 20. Ashoka Road. New Delhi - 110 001
(DS-Cell)
No. 820-1/2008-DS Pt.11 Dated: 23.02. 2009

To

All Internet Service Providers

Subject: Instructions under the Internet Service Licence regarding
provision of Wi-Fi Internet service under delicensed frequency
band

In the recent past concerns have been raised that Wi-Fi Networks were
being misused by anti-social elements. Insecure Wi-Fi networks are capable of
being misused without any trail of user at a later date. In order to address the
issue related to insecure Wi-Fi network, all the Internet Service providers are
hereby instructed to follow the following procedure for the secure use of Wi-Fi
services under the delicensed frequency band in the interest of security of the

nation with immediate effect:

(I) (a) Internet services (wired/wireless) provided by Licencee to new
Subscriber
(i). Licencee will ensure a registered and secure Internet service

including Wi-Fi connectivity through user Login ID and
password to all the subscribers with central authentication
mechanism. -

(ii). Licencee shall deploy suitable Customer Premises Equipment

(CPE) for wired / wireless internet connectivity at subscriber -



(iv).

end, keeping in view the further deployment of Wi-Fi
connectivity for implementing the (i) above.

Licencee shall ensure that unique user ID and Password do not
have provisions for simultaneous multiple logins. Licencee
may give more than one user ID and Password to a single
subscriber for multiple usage for his internet account.

Licencee shall put a clause in Subscriber Agreement of new
subscribers that any Wi-Fi connectivity deployed by subscriber
has to be activated only after it is registered for centralized

authentication with the Licencee.

(b) Wi-Fi_services provided at public places i.e Hotels, Restaurant,
Airports Malls, Shops, Railway Stations through hotspot.

(1)-

Licencee shall create bulk Login IDs at each Wi-Fi hotspot
location for controlled distribution. The authentication shall be
done at a centralized server only which could be a POP
location of the service provider.

Licencee or its Franchisee shall register the Subscribers for
providing temporary Login ID and password for the use of
public Wi-Fi spot through either of the following methods:

a. Retaining a copy of Photo Identity of the subscriber
with Licencee which shall be preserved by the Licencee
for a period of one year.

b. Provisioning of Login-ID and Password through SMS
on subscriber’s mobile phone through automated
process and keeping mobile number of subscriber as the

identity of the internet subscriber with reference to



Login-ID provided for a period of one year. In such

cases, photo identity may not be necessary.

(c) Internet subscriber on Lease Lines

(i)-

Licencee will direct and take compliance from Leased line
based internet subscribers to setup and maintain centralized
authentication themselves for Internet Services including Wi-
Fi usage. Leased line based internet subscribers shall also have
the option to get the centralized authentication for their

internet usage by the respective Licencee.

(d) Wi-Fi services deployed by existing subscriber

().

(ii).

(ii).

(iv).

(V).

Licencee shall ensure compliance to Para (I)(a)(i) to (I)(a)(iii)
for all existing Wi-Fi customers who have taken Wi-Fi services
from the Licencee.

Licencee will inform their Internet subscriber about registering
Wi-Fi connectivity with Licencee through monthly bills, emails
etc. at regular interval.

Efforts shall also be made to create awareness among public
for using registered Wi-Fi connectivity.

Licencee shall direct its existing Internet subscribers, including
those who have deployed Wi-Fi routers themselves, to get the
Wi-Fi Internet connectivity registered with Licencee within
four months. )

If it comes to the notice of Licensee that the internet subscriber

has not registered with the licensee and is using Wi-Fi

connectivity, Licensee is hereby directed to suspend the



internet services to such subscribers till they are registered

with the Licencee.
(IT) Para I(a)(i) to I(a)(iii) shall also be applicable for provisions in Para
(I)(b)&(c) also. All the above actions shall be implemented within four

months.
Director(DS-II)
Tel: 011-23372601
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Government of India
Ministry of Communications
Department of Telecommunications
(Data Services Cell)

e dedRk

No.:813-07/25/2016-DS-II Date: 22.07.2021

To,

1.
2.

d
.

All Internet Service Providers.
All Telecom Service Providers.

Subject: Encouragement/ Awareness to customers by ISPs for installation of end user filters

or Parental Control Filters.

Pursuant to the proceedings with regard to Writ Petition No-177 of 2013 pending in
Hon’ble Supreme Court, possible measure for Child Online Protection (COP) were discussed
in the meeting held on 24.08.2016 which was attended by TSPs/ISPs and ISPAI including
others. In this regard, reference is invited to this office letter No: 813-07/25/2016-DS-II.
dated 27.03.2017(Copy attached) vide which ISPs were requested to make arrangements to
implement suitable Parental Control Filters (PCF) in network and spread awareness among
their subscribers about the use of network level and other filters available in machine OS/
browsers through messages of email, SMS, website etc, In this regard status report of
implementation of Parental Control measures in ISP network & statistics of awareness
drive(s) were sought vide letter No: 813-07/25/2016-DS-11(Part-11) dated 05.04.2019 and
09.12.2020. However, response has been received only from few ISPs.

Wider and more easily available access to online services poses significant challenges to
children’s safety from issues of privacy, peer-to-peer-violence, and violent and/or age-
inappropriate content. Today’s children face many serious risks such as online grooming,
and sexual abuse and exploitation. Threats are multiplying and perpetrators increasingly
operate simultaneously across borders, making them hard to track and even harder to hold to
account. In addition, the COVID-19 global pandemic saw a surge in the number of children
joining the online world for the first time. to support their studies and maintain social
interaction.

In view of above COAVISPAI/ACTO and individual ISPs have an important role to play in
the entire ecosystem of Internet service delivery with regard to Child Online Protection by

way of implementing network level measures uniformly and spreading awareness regarding
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machine, operating system and browser level PCF ete.



Government of India -
Ministry of Communications
Department of Telecommunications
Sanchar Bhawan, 20, Ashoka Road, New Delhi- 110 001
(Data Services Cell)

No. 813-07/25/2016-DS-II (Part-II) Dated: 05/04/2019

To,
All Internet Service Providers

Subject: Encouragement/Awareness to customers by ISPs for installation of end user
filters (Parental Control Filters).

Kindly refer to letter no. 813-07/25/2016-DS-II dated 27/03/2017 (copy enclosed)
regarding Encouragement/Awareness to customers by ISPs for installation of end user filters
(Parental Control Filters).

2. Further, you are requested to provide the status report / statistics as follows:
1. Status/statistics of End user/Parental control filter implementation.
ii. The status/statistics report on awareness spreading by ISP about parental control
filters.
iil. Any other relevant information in this regard.
The above information may be provided within 6 weeks time.
Encl: As above.
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Director (DS-II)
Ph-011 2303 6836




